CONSENT TO PROCESSING OF PERSONAL DATA FOR ITMO

COIUTACHE CTYJAEHTA YHUBEPCUTETA UTMO HA OBPABOTKY STUDENTS

HNEPCOHAJIBHbBIX JTAHHBIX

B Corracuy HCIONb3yIOTCs HIKEYKa3aHHbIE TEPMHHEL Definitions of terms used within the present document:

IlepconanbHble nannble — mo6as HHQOPMALMA, OTHOCAIASACS K TIPAMO WM KOCBEHHO | personal data — any information related to an individual (subject of personal data)
ONPE/ICNICHHOMY WM OMNPEACISIEMOMY (QHU3HYSCKOMY JIHLY (CYOBEKTY MEPCOHANBHBIX [ w1 o iq i dinatad explicitly or implicitly
JIAaHHBIX ).

06 _ . personal data processing / processing of personal data — any action (operation) or
patoTKa mepcoHATbHBIX JAHHBIX — JIF000E IeHCTBHE (Omeparisi) MM COBOKYITHOCTh L . ) 3

JIeficTBUi (Omeparyii), COBEpIIaeMbIX C HCIIOJIH30BAaHUEM CPEICTB aBTOMATH3AINH FITH combination Qf acthns (opera‘qons), automated or non—.autf)mated, that 1nyolve

6e3 MCTIONb30BAHMS TAKUX CPEJICTB C TIEPCOHATBHBIMH JAHHBIMH, BKIIOUast c6Op, 3aIich, personal data including collection, recording, systematization, accumulation,
CHCTEMATH3aLlMIo, HAKOIUIGHWE, XpaHEHHe, yTouHeHHe (OOHOBIEHMe, wn3MeHeHme), | storage, adjustment (updating, amending), extraction, use, transfer (distribution,
M3BICUCHHE, MCIIONL30BaHME, Mepenady (pacmpocTpaHEeHHe, HpeJocTaBleHue, A0cTym), | provision, access), depersonification, blocking, deletion, and destruction of personal

00e3MunBaHue, OJIOKUPOBAHUE, YIAJICHUES, YHHUTOKEHIE MIEPCOHATBHBIX JTaHHBIX. data.
Cornacue — HacTOsILICE COIIACHE CTYACHTA HA 0OPAOOTKY NEPCOHATIBHEIX JaHHBIX. Consent — the present consent of the Student to the processing of their personal
data.

Yuusepcuter UTMO — denepanbHoe rocynapcTBEHHOE aBTOHOMHOE 00pa3oBaTeIbHOE

yUpeXJIeHHne BBICIIET0 00pa3oBaHus «HalmoHanbHBIN HCCIe0BaTENLCKUN YHHBEPCUTET ITMO University — ITMO University, located at Kronverksky Prospekt 49, bldg

SIMO» (L] 7813045547, OIPIL 1027806868194, anpec: 197101, Pocomionar | s gy petersburg, Russia, 197101, OGRN: 1027806868154; INN: 7813045547.
enepanus, Cankt-IlerepOypr, KponBepkckuii nip., 1. 49, mutep A).

Hacrosmmm, s,

Hereby 1,

(®.1.0. ctynenTa)




(B JOKYMEHTA, yIIOCTOBEPSIOIIETO JINYHOCTH)

cepust Ne R

BBIIaH

(korma u Kkem)

MIPOXKUBAIOIUT(as1) 1o

ajipecy:

(manee — CrymeHT), pyKoBoACTBYysich DenepanbHbM 3akoHOM oT 27 mionsa 2006 T.Ne
152-®3 «O mepcoHaNBHBIX ITaHHBIX», Aar0 YHuBepcurery UTMO cBo€ cormacue Ha
00paboTKy MEPCOHATBHBIX JAHHBIX Ha HIDKEYKa3aHHBIX YCIOBHUSX.

Iean 00paGoTKN MepCOHAIBHBIX JAHHBIX:

obecrieueHne coOIOIEHNS 3aKOHOB U MHBIX HOPMAaTHBHBIX aKTOB;

OKa3aHHe 00pa30BaTENbHBIX YCIIYT;

uaeHTuuKanus JuaHocTH CTyneHTa;

BE/ICHHE Y4eTa CTYACHTOB,;

OpraHu3aLys JeI0NPON3BO/CTBA;

Be/IeHHEe OyXraJTepcKoro ydera u HauucieHne CTyneHTy CTUIICHAWH W WHBIX BHJIOB
MaTepuaIbHOU NOAAEPIKKH;

BE/ICHHE BOMHCKOTO YUETa;

npencrasiaeHne  YHuBepcuteroM HWTMO  ycTaHOBIEHHOH —3aKOHOAATEIBCTBOM
OoT4eTHOCTH B orHomeHumn  CTygeHTOB, B  TOM  4YHCI€  CBEACHHH
nepconnupoBanHoro yuera B IleHcuonnbnii ¢ouny PO, cBemenumii B
Pocobpranzop u MuHOOpHAYKH;

NIPEZOCTABICHUE CBEACHUH B KPEAWTHYIO OpraHu3anuio Uil  O(OPMIIECHUS
0aHKOBCKOH KapThl M IEPEYUCIICHUS HA HEEC CTUIICH/IHH;

obecnieuerne OeszomacHocTH YHmBepcuteta UTMO, B TOM 4mHCIEe OpraHU3aIlsL
MPOIyCKHOTO ~ pEeKUMa W KOHTPOJIL €0  COONIONEHHSA, OCYIIECTBICHHE

(full name)

(identity document)

No.

issued by

(when and where)

residing at the address:

(hereinafter — Student), as per Russian Federal Law No. 152-®3 (dated July 27,
2006) provide to ITMO University my consent for the processing of personal data
on the following conditions.

Purpose of personal data processing:

ensuring compliance with laws and other legal acts;

provision of educational services;

identification of the Student;

record-keeping;

organizing paperwork;

accounting and transferring stipend and any other financial support to
Student;

military record;




BUICOHAONIONEHNS ¥ BU/IC03aNHCH Ha TeppuTopuu YHuBepcutera UTMO;
obecrieueHne COXpaHHOCTH nMyIiecTBa YHuBepcurera UTMO;

BEJICHUE CTaTUCTUYECKUX HUCCIICOBaHUT;

yuactue CryneHta B opraHusyemslx YHuBepcurerom HWMTMO ompocax u
AQHKETHUPOBAHMUS;

y4eT MOCeImaeMoCcTH U ycneBaeMocT CTyneHTa;

noctaBka CTyIeHTY MOYTOBBIX OTIPABJICHUI;

nonyuenne CryneHroM ot Yuuepcutera WUTMO uH(OpMalMOHHBIX MHCEM
(pacchuoK);

obecrieuenne ydactusi CTyIEHTa B MEPONPHATHIX, B TOM YHUCIE MPOBOTMMBIX
Yuusepcurerom UTMO u (nnm) Ha Tepputopun Yausepcurera UTMO;
opraHu3aluil OHJIAaH-KypCOB;

mpenocraBineHue CTymeHTy HEOOXOmIMMOW Jjisi  yCBOGHHS 00pa30BaTeIbHOI
MPOrpaMMbl  JOTONHHUTENBHON MHQPACTPYKTYpbl, B TOM 4HCIE aKKayHTOB
KOPIOPATUBHOM  JNIEKTPOHHON  IOYTHI, KOPIOPATUBHBIX PECYpPCOB, CHCTEM
OHJIalH-00pa30BaHMs U T.1.;

MPOBEJEHUE KOHKYPCOB Ha MIPaBO MOJYUYECHUS PAa3IUUHbIX CTUIICHIMI;

obecrieueHne BO3MOXKHOCTH ydacTusi CTyaeHTa B HAyYHO-HCCIEHOBATEIbCKUX H
OTIBITHO-KOHCTPYKTOPCKUX paboTax;

opraHu3ais oOy4deHusI CTyJIeHTa Ha BOGHHOH Kadeape;

npueM, (QUKCalMs W HUCIOJHEHHUE 3asiBOK, 3asBICHMH, 3alpOCOB M HHBIX BHJOB
obpamenuii CTyneHra;

pa3Memienne uH(OpManuu o AocTHwxeHUsX CTyneHTa M HOBOCTEH, CBA3aHHBIX C
nesitenbHOCThI0 CTyneHTa, Ha OHaiH-pecypcax YHuBepcurera UTMO;
6ubmuoreyHoe oocmyxuBanne CTyaeHTa;

mepegada maHHBIX 0 Crymente B ['VII «IlerepOyprckuii METpOIIONUTEH» JUIS
npenoctaBieHns CTyAeHTy IpaBa MPpUOOPETEHHs CTyAEHUYECKUX MPOE3AHBIX OUIETOB
B Kaccax CTaHIMH METPONOIUTEHA.

IlepeyeHb MepCOHANBHBIX JAHHBIX, HA 00Pa00TKY KOTOPBIX iaeTcs corjiacue (aajiee
— Ilepedens):

(dbamuTus, UMs1, OTYECTBO;

T10J1;

Ipa)xJIaHCTBO;

Jlata, Tl ¥ MECTO POXKICHHUS;

nHpOpMaLUA 0 TOKYMEHTE, yAOCTOBEPAIONIEM JIUYHOCTh, B TOM YHCIIE THII, CEPHS U
HOMED, JaTa Bblaaun, nH(GOPMAIKA O BbIIABIIEM OpraHe;

e provision by ITMO University of all the legally required data associated
with Students, including the personal records to the Pension Fund of the
Russian Federation and information to the Federal Education and Science
Supervision Agency and the Ministry of Higher Education and Science of
the Russian Federation;

e provision of data to banking institutions for the issue of debit cards and
transfer of stipend;

e ensuring security of ITMO University through means such as access control,

video surveillance, and video recording on the premises of ITMO

University;

ensuring the safety of the property of ITMO University;

conduct of statistical research;

participation of Student in surveys organized by ITMO University;

keeping record of Student’s attendance and grades;

delivery of mail to Student;

reception of ITMO University newsletters by Student;

Student’s participation in events, including those organized by ITMO

University and/or held at its premises;

organization of online courses;

e provision of Student with the additional infrastructure necessary for the
completion of their educational program, including corporate email,
resources, online educational systems, etc.;

e organizing stipend and scholarship contests;

e ensuring Student’s opportunity to participate in research and design
activities;

e reception, recording, and processing of applications, appeals, and any other
requests of Student;

e publication of information on achievements of Students or news related to
activity of Student on online pages of ITMO University;

e provision of library services to Student;

e transfer of Student’s data to the St. Petersburg Metro to provide Student
with the right to purchase student transport cards.

List of personal data for which Consent for processing is given (hereinafter —




®  aJpec perucTpalyy 10 MECTY JKUTEJIBCTBA U a/ipec (haKTUIECKOTO IPOKUBAHUS;

e pHpOpMaIKs O MeCTe B OOIIEKUTHH, TpeocTaBiasieMoM CTyneHTy YHUBEPCHUTETOM
UTMO;

e cBeneHus o0 00pa3oBaHWH, B TOM YHMCIE HOMEpa JOKYMEHTOB 00 00pa3oBaHWH,

KBaM(UKaLuK, Npo(eCcCHOHAIBHON IOJIrOTOBKE, JaTa HMX BBIJa4M C YKa3aHHUEM

opraHa W/Wii OpraHu3alliy, BEIIABIICH JOKYMEHT;

nH(OpMAaLI 0 HUIMYNH YYCHOH CTENIEHN M YIEHOTO 3BaHMUS;

OTHOILIEHHE K BOMHCKOH 00s13aHHOCTH;

TaOeNbHBII HOMED;

aJipec 3JIEKTPOHHOM MOYTHI;

HOMep KOHTaKTHOTO TeJiedoHa;

nHpOpPMALUS O COCTOSIHUHU 3[0POBBS, B TOM HYHCIIE CBEICHHUS 00 MHBAIUIHOCTH,

OTPaHMYEHHBIX BO3MOXHOCTSAX 3I0pOBbA, pe3ynsrarax (urooporpaduieckoro

o00ceoBaHus;

CBEJECHUS 00 OTCYTCTBHU CyANMOCTH;

¢dororpadus;

® DEKBHU3HUTHl OaHKOBCKOTO CUeTa MAJIsl INMEPEYHCICHUs CTHICHOWM M HWHBIX BHJIOB
MaTepuaIbHON NONAEPKKH;

e uyHpopmarua 06 obydennn B YauBepcutere UTMO, B TOM 9HCIie O CTICITUATEHOCTH
(HampaBJICHWN TIOATOTOBKH), O TONAX MOCTYIUICHHS W OKOHYAaHUSA OOYy4eHHs, O
MeradakynpTeTe, (akynsTeTe W (WiIM) WHBIX CTPYKTYPHBIX IOAPa3IeiICHUsIX, Ha
KOTOPBIX MPOXOXKY (-1, -ij1a) oOydeHue, 00 yCcreBaeMOoCTH;

e cBeseHH 00 yyacTUM B ONMMIIMAgaxX, KOHKypcax W HWHBIX MEPOIPUATHSAX,
npoBoauMbIX YHuBepcuteToM UTMO wimm B koTtophix CTyaeHT IpHHUMAET (-aJl,
-aja) yyacTue B KadecTBe npeactaButens Yausepcutera UTMO,;

e puHbopManMsi O MyONUKALUsX, PE3yAbTaTaX WHTENICKTYaJIbHON IESITENbHOCTH U
yuactuu CTy[IeHTa B IIPOCKTAaX.

Cpoxk 00paGoTKM NEPCOHAJBHBIX JAHHBIX: TIEPCOHANIbHBIE JaHHBIE MOTYT
obpabarbiBatbest  YHuBepcuretoM MTMO 1o okoHuanust oOyuenusi CrylaeHTa B
VYuuepcurere UTMO. Ilocne okonuanust naeiictBust oOyueHus Yuusepcurer MTMO
BIIpaBe MPOIOJDKUTH 00pabarkiBaTh NnepcoHalbHble JaHHbIe CTylAeHTa B COOTBETCTBHUH C
4. 1 ct. 6 denepanpHoro 3akoHa oT 27 urons 2006 . Ne 152-®3, B yacTHOCTH ISt
OCYIIECTBICHUS M BBHINOJHEHHS BO3JIOKCHHBIX 3aKOHOIATENECTBOM Ha YHHBEPCHTET
HNTMO ¢yHKIuit, MOTHOMOYNH 1 00s3aHHOCTEH.

Ilepeyenb nelicTBUIA C MEPCOHAJBHBIMHU JAaHHBIMH, HA COBEpPILIEHUE KOTOPBIX 1aeTCs
Coriacue: cOop, 3amuch, CHCTEMAaTu3alWs, HAKOIUICHHWE, XpaHEHHE, YTOYHECHHE

List):

full name;

gender;

nationality;

date and place of birth;

details of Student’s identification document including type, serial number,
date of issue, and the issuing institution;

the official and actual addresses of Student’s residence;

information on the dormitory provided to Student by ITMO University;
data on previous education, including serial numbers of diplomas,
qualification or professional training certificates, their dates of issue, and the
issuing institution(s);

information on academic degrees and titles;

military service history;

personal number in ITMO University’s system;

email address;

phone number;

information on Student’s health, including data on disabilities, health
limitations, and the results of chest X-rays;

information on the absence of criminal record;

photo;

bank account details needed for the transfer of stipend and any other
financial support;

information on studies at ITMO University, including data on the
specialization (subject area), dates of entrance and graduation, the School,
faculty, and/or other structural units where Student receives (received)
training, and grades;

information on contests, competitions, and other events held by ITMO
University that Student takes (took) part in as a representative of ITMO
University;

information on publications, IPs, and projects Student participated in.




(oOHOB1ICHHME, N3MEHEHHE), U3BJICUECHHE, UCIIOIb30BaHUe, Mepeaada (IpeaocTaBiIeHue [B
TOM 4YHCJIE TPETBUM JIMIAM, HO TOJBKO JUIS JOCTHXKCHUS BBIICYKa3aHHBIX LeNeH
o0Opabotku], moctym), oOe3nMYMBaHWE, OJOKUPOBAaHWE, VOalleHWe, YHUYTOXCHUE
HEPCOHANIBHBIX JaHHBIX.

OO0mee omucanue ucnoab3dyeMblx YHuBepcuteroM MTMO cnocoGoB 00padoTku
NEePCOHAJILHBIX JAHHBIX: aBTOMATH3MPOBaHHAs 00pabOTKa MEPCOHANBHBIX AAHHBIX (C
nepenadeid u Oe3 meperaun mo cetu «MHTepHET»), B MH()OPMAIMOHHBIX CUCTEMaX,
ucrnons3yeMbix YHuBepcuteroM NTMO 1y moCTWXKEHHMS yKa3aHHBIX BBIIIE Iielieit
00paboTKN MEepCOHANbHBIX MAaHHBIX (B ToM uuciae B lHdopmanuoHHOW cucreme
ynpasienust Yausepcurera UTMO, CKV/I), a takxe o0paboTKa NepcoOHaIbHBIX JaHHBIX
0e3 MCIIOIb30BaHMUs CPEJICTB aBTOMATH3ALIHH.

Ilopsok oT3pIBa coryiacus

Cornacue MoxeT OBITH OTO3BaHO B JIIO0OH MOMEHT IyTeM HampaBieHHs CTyneHTOM
COOTBETCTBYIOLIEro 3asiBieHuss B YHuBepcurer MTMO Ha azgpec 53I€KTPOHHOIO
MoYTOBOTO smuka pdn@itmo.ru. B ciydae or3eBa CrymeHtom Cornacus YHUBEPCHTET
NTMO ob6s3yercs mpekpaTuth 00paboTKy MepcoOHaNBHBIX AaHHBIX CTymeHTa B CPOK, HE
MPEBBIMAIOIINN TPUALNATH KaJICHIApHBIX JHEH C MOMEHTa IIOMY4YEHHUsS YKa3aHHOTO
OT3bIBA.

3akaounTebHbIE MOJI0KeHUS
Hacrosium CtyneHT noAaTBepikaaeT u rapantupyet YHuepcurery U'TMO, uro:

® OH sBIsETCS  CyOBEKTOM  WJIM  3aKOHHBIM  TPEACTABUTENEM  CyObeKTa
npenocraBieHHbIX YHUBepcuTeTy UTMO nepcoHanbHBIX JaHHBIX;

® B ciy4ae eciu CyOBeKT mpenocTaBieHHbIX YHHBepcuteTy MTMO mepcoHalbHBIX
JIAHHBIX SIBJISETCS OrPaHUYEHHO JIEECIIOCOOHBIM JIMIIOM, OH TOJNy4YHJI COIllache Ha
nepeaady CBOMX MEPCOHANBHBIX TaHHBIX OT 3aKOHHBIX MPeACTaBUTENEH;

® B ciyyae, eciii CyOBeKT mpenocTaBieHHbIX YHHBepcuTeTy MTMO nepcoHaIbHBIX
JaHHBIX HE SBISIETCS  JICECHIOCOOHBIM  JIMIIOM, OH  SIBISIETCS  3aKOHHBIM
IIPE/ICTaBUTENIEM CYObEKTa EePCOHANIBLHBIX JITAHHBIX;

® OH O3HaKOMJIEH C TpaBaMH M OOS3aHHOCTSIMU CyObEKTa TEepPCOHAIBHBIX JAHHBIX,
npegocraBieHHbIMU CTyneHTy B cOOTBETCTBUM ¢ DenepanbHbIM 3aKOHOM OT 27 Ne
152-®3 «O nepcoHaNbHBIX JAHHBIX», a Takxke ¢ [lomutukoit Yuusepcutera UTMO

The period of personal data processing: ITMO University has the right to process
personal data until Student ceases their training at ITMO University. After that,
ITMO University reserves the right to process Student personal data as per section
1.6 of Russian Federal Law No. 152-®3 (dated July 27, 2006), in particular to
exercise its lawful functions, power, and obligations.

List of actions carried out in regard to the personal data for which Consent for
processing is given: collection, recording, systematization, accumulation, storage,
clarification (updating, amendment), extraction, use, transfer (provision [including
to third parties but only to perform the actions specified above], access),
depersonification, blocking, deletion, and destruction of personal data.

General description of personal data processing methods used by ITMO
University: automated processing of personal data (including processing that
involves and does not involve transfer of personal data over the internet), processing
via information systems used by ITMO University to perform the actions specified
above (including the ITMO University’s Information Management System (ISU)
and Physical Access Control System), as well as.non-automated processing of
personal data.

Consent cancellation procedure

Consent can be withdrawn at any moment by means of sending a corresponding
request to ITMO University at pdn@itmo.ru. In case Consent is withdrawn, ITMO
University is obliged to stop the processing of Student’s personal data within thirty
days from the date on which ITMO University receives the request.

Final provisions

Student hereby acknowledges and guarantees to ITMO University that:

e they are the subject of personal data they have provided ITMO University



http://www.ifmo.ru/file/pages/79/personal_data_policy.pdf

B OTHOLIEHUH 0OPabOTKU MEPCOHATIBHBIX JAHHBIX. with, or the legal representative of the subject of personal data;

e in case the subject of personal data is partially incapacitated, they have
obtained their legal representative’s consent to transfering their personal
data;

e in case the subject of personal data lacks legal capacity, they are the legal
representative of the subject of personal data;

e they have familiarized themselves with the rights and obligations of a
subject of personal data granted to them in accordance with Federal Law of
27 July 2006 No. 152-®3 “On personal data”, as well as ITMO University’s

Policy in regard to personal data processing.

/ /20 roma

(mara / date, month, and year of signing) (monmuck Crynenta/Student’s signature) (®.1.0. Crynenra/Student’s full name)



http://www.ifmo.ru/file/pages/79/personal_data_policy.pdf
https://student.itmo.ru/docs/regulations.pdf

